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1. O0mue moI0KeHus.

1.1. Tlonoxxenue 06 nHpopmanmonHou 6ezonacHoctt MAOY «Cpennsist
oOmeoOpaszoBarenpHas 1mkosna No 76y (mamee - Ilonoskenue) paspaboTaHo B
cootBercTBUM ¢ DenepanbHbiM 3akoHOM Ne 273-OD ot 29.12.2012 r. «O6
oOpazoBanuu B Poccuiickoit @enepanuny», OenepanbasimM 3akoHoM Ne 152- @3 ot
27.07.2006 r. «O nepcoHaNbHBIX JaHHBIX», DeaepanbHbIM 3aKOHOM Poccuiickoi
®enepanuu ot 27.07.2006 roga N 149-03 «O6 nnpopmannu, HHGOPMALIMOHHBIX
TEXHOJIOTHSIX U O 3amurte nHpopmanumn», [TuceMom denepallbHOTO areHTCTBa IO
obpazoBarmio ot 29.07.2009 r. Ne 17-110 «OO6 oOecreuyeHUH 3alIUTHI
MEPCOHANIBHBIX JTaHHbIX». [TucbMoM MunuctepcTBa 00pa3oBaHusi U Hayku PD ot
13.08.2002 r. N 01- 51-088un «OO0 opraHu3anuyd  HCIOJIb30BAHUS
MH(OPMAITMOHHBIX M KOMMYHHUKAIITMOHHBIX PECYpcOB B 00111€00pa30BaTeIbHbBIX
yupexaeHusx», IlocranoBinennem IlpaBurensctBa Pocculickon denepauuu OT
17.11.2007 r. N 781 «OO6 yrBepxknaenuu Ilomoxxkenuss 006 obecrneueHun
0€30MacHOCTH TIEPCOHANBHBIX JaHHBIX MPU UX 00paboTke B MHQPOPMAIIMOHHBIX
CUCTEMAaX MEePCOHANBHBIX JTAHHBIX).

1.2. B nouarue wuHGOpPMAIIMOHHONW O0€30MaCHOCTH 00pa30BaTEIBHOTO
YUpEXKACHUS BXOJUT CUCTEMa MEp, HAMpaBJieHHAs Ha 3aIUTy WH(GOPMAIITMOHHOTO
MPOCTPAHCTBA M TEPCOHAJBHBIX JAHHBIX OT CIy4alHOTO WJIM HaMEpPEHHOTO
MIPOHUKHOBEHUS C IICJIbI0 XWINCHUS KaKUX-THO0O JaHHBIX WA BHECCHHSI
M3MEHEHUN B KOHQUTYPAIMIO CUCTEMBI, 3alliTa 00pa30BaTEIBHOIO MpoIecca OT
TOOBIX CBEIEHUH, HOCSAIIMX XapaKTep 3alpelieHHON 3aKOHOM MpOTaraHabl, WiIH
J0OBIX BUJIOB PEKJIAMBI.

1.3. B cocTaBe MacCuBOB OXpaHsAE€MOM 3aKOHOM MH(OpMaIuU, HaXoasIeics
B PAaCTIOPSKEHUN 00Pa30BaATEIHLHOTO YUPEKICHNS, MOKHO BBIJICIIUTH TP TPYIIIIHL:

o TICPCOHAIBbHBIC CBEJCHUS, KaCaloIIMeCs YYallUXCi W TpernojaBaTresei,
ol()pOBaHHBIC APXUBHI;

¢ HOY-Xay 00pa30BaTeNHLHOTO nporiecca, HOCSIIIHE XapakTep
MHTEIJICKTYyalTbHOM COOCTBEHHOCTH U 3alIUIIEHHBIC 3aKOHOM;



o CTPYKTYypUpOBaHHas yueOHas uHopmarus, oOecrieunBaronas
oOpaszoBaTenbHbIN mporiecc (O0uOimoTeku, Oas3bl JaHHBIX, OO0YyYaroIIUe
IPOrPaMMBl).

1.4. O6sI13aHHOCTSIMU JIUII, OTBETCTBEHHBIX 3a 3aIIUTY WH()OpMAIUH, TOHKHO
CTaTh COXpaHEHUE JAHHBIX B IIEJIOCTHOCTH U HEMPUKOCHOBEHHOCTH U 0OECTIeueHHe
ux:

. JOCTYITHOCTH B J000€ BpeMs Hjisi Jito0Oro aBTOPU3MPOBAHHOTO
MOJIb30BATENS;

. 3aIUTHI OT JIFOOOW yTPaThl WM BHECCHHS] HECAHKIIMOHUPOBAHHBIX
W3MCHEHU;

. KOH(HIEHIIMATbHOCTH, HEIOCTYIHOCTH JJIs1 TPETHUX JIUII.

2. Yrpo3bl nH(p)OPMALMOHHOI 0€30MACHOCTH.

2.1. Oco0eHHOCTBIO YIpO3 CTAHOBUTCS HE TOJHKO BO3MOXKHOCTH XHIIECHUS
CBEICHWI WM  TOBPEKICHHE  MAacCHMBOB  KaKUMHU-THOO  CO3HATEIHHO
JACHCTBYIOIUMHU XaKePCKUMH TPYNIUPOBKAMH, HO H caMa JeSTEIbHOCTD
MOJAPOCTKOB, HAMEPEHHO, MO 3JIOMY YMBICAY WIH OIMKUOOYHO CIOCOOHBIX
HOBPEIUTH KOMITBIOTEPHOE 000PY0BaHUE WIIK BHECTH BUPYC.

2.2. I'pynnbsl 00BEKTOB, KOTOPBIE MOTYT MOJIBEPIHYThCS HAMEPEHHOMY WU
HEHAMEPEHHOMY BO3JEHUCTBHIO:

. KOMIIBIOTEpPHAsl TEXHHWKAa U JpyrHe amnmnapaTHble CPeJCTBa, KOTOpHIE
MOTYT OBITh MOBPEXJIEHBI B PE3yJbTaTe MEXaHUUYECKOTO BO3JECHCTBUS, BUPYCOB,
M0 UHBIM PUYHHAM;

. IPOrpamMMbl, HCIOJIb3yEMBbIE A1 oOecnedeHus paboToCnoCOOHOCTH
CHUCTEeMBl HWJIM B 00pa30BaTeIbHOM MPOIECCE, KOTOPHIE MOTYT MOCTPaAaTh OT
BHUPYCOB WJIM XaKEPCKUX aTaK;

. JTaHHBIC, XpaHUMbIC KaK Ha JKECTKMX IHUCKaX, TaK U Ha OTIACIbHBIX
HOCHUTEIISIX;

. caM TepcoHaJ, OTBevaroui 3a paboTocnocoOHocTh I T-cucrewm;

. JIETH, TIOJABEP)KCHHBIC BHEUTHEMY arpeCCMBHOMY WH()OPMAIMOHHOMY

BIIUSTHUIO M CTIOCOOHBIE CO3/1aTh B IIIKOJIC KpUMHUHAIBHYIO CUTYAITHIO.
2.3. Yrpo3bl, HampaBleHHbIE Ha MOBPEXKICHUE JIIOOOT0 M3 KOMIIOHEHTOB
CUCTEMBI, HE 3aBUCSIIINE OT HAMEPEHUS TIEPCOHANA, YIAIIUXCS UIH TPEThUX JIHII:

. ar00ble  aBapWiiHBIE  CHUTyalldd,  Hampumep, OTKJIFOUYEHUE
AJIEKTPOIHEPTUH UJTU 3aTOTUICHHE;

. OLLIMOKH MEePCOHAIA;

. cOou B paboOTEe MPOrpaMMHOT0 OOSCIICUCHHS;

. BBIXOJ] TEXHUKH U3 CTPOS;

. npo0JieMbl B pa0OTE CUCTEM CBSI3H.

3. Cnocodbl HECAHKIMOHUPOBAHHOTO J0CTYTA.



3.1. Yenoeueckuit. Mudopmammss MoXeT OBITh TOXHUILEHA IyTEM
KONTMPOBAaHUSI HA BPEMEHHBIE HOCHUTEJH, MEpemnpaBiieHa MO SJEKTPOHHOW IMOYTe.
[Ipn Hanuuumu OOCTyma K cepBepy H3MEHEHUsi B 0a3bl JaHHBIX MOTYT OBITh
BHECEHBI BPYUHYIO.

3.2. Ilporpammusbriii.  [ng  XumieHuid  CBeJICHUM HCIIOJIb3YIOTCS
CHelHalbHbIE TMPOTPaMMbl, KOTOpbIe O0O0ECIEeYMBAIOT KOMUPOBAHUE MapoJjei,
KOMUpPOBAaHUE ©  MepexBar uH(OpMamuu, TepeHampaBlieHne  Tpaduka,
nemrdpoBKy, BHECEHNE U3MEHEHUH B padOTy WHBIX MTPOTPaAMM.

3.3. AnmapatHblii cioco0 CBsi3aH WM C UCIOJIb30BAHUEM CIEIHATBHBIX
TEXHUYECKUX CPEJCTB, WM C IMEPEeXBAaTOM AJIEKTPOMATHUTHOTO HU3ITY4YCHHUS IIO
pa3IMYHBIM KaHallaM, BKJII04ast TeJIe(OHHBIE.

4. O cuCTEeMHOM AJIMHUHUCTPHPOBAHUM M 00SI3aHHOCTAX
OTBETCTBEHHOT0 32 HH(POPMANIMOHHYIO 0€30MACHOCTD.

4.1 3amaum CBS3aHHBIE C MEpPaMH CHCTEMHOTO aJIMHHHCTPUPOBAHUS,
o0ecreunBaroero MHPOPMaIMOHHYI0 O€30MaCHOCTh SIBJSIOTCS 4acTbio PadOThI
OTBETCTBEHHOTO 32 MH(OpPMAIMOHHYI0 0€30IacHOCTh MO  00CITYKHMBAaHUIO
KOMITBIOTEPHON TEXHUKU Y UPEIKICHUU.

4.2 Jlna peumienus 3aaa4 MHGOPMAIIMOHHON 0€30MaCHOCTH OTBETCTBEHHHBIM
32 HHPOPMALIMOHHYIO O€30IaCHOCTh JTOJKEH:

4.2.1 Cnenuth 3a COONIOACHUEM TPEOOBAHU 1O TAPOILHOM 3aIHUTE, B TOM
YHClie OCYIIECTBIIATh W3MEHEHHME TMapojiecii mo mepe HeoOxomumoctu (yTpaTa
napoJisi, MOSBICHUE HOBBIX IOJH30BATENC B CBS3M C M3MEHEHHEM KaJpOBOTO
COCTaBa u 1p.)

4.2.2 ObecreunBaTh (PYHKIMOHUPOBAHUE MPOTPAMMHO-ANIAPATHOTO
KOMIIJIEKCA 3aIUTHI IO BHEIITHUM U(PPOBHIM JTUHUSM CBS3H.

4.2.3 OOecrneunBaTh MEPONPUATHS IO AHTUBUPYCHOM 3aluTe, Kak Ha
YPOBHE CEpBEPOB, TaK U Ha YPOBHE IOJIb30BATENIEH.

4.2.4 O6ecnieunBaTh HOpMAJIbHOE (DYHKIITMOHUPOBAHUE CUCTEMBI PE3EPBHOTO
KOITUPOBAHMUS.

5. Ba3bl 1aHHBIX.

5.1. ba3bl maHHBIX MOJIeXkKaIIMe 3aluTe BHOCIATCA B «Peectp 6a3 maHHBIX
MOIIeXKAITNX UH()OPMAITMOHHON 3aIIUTEY.
5.2. Bce mporueaypbl 10 HUCTOIB30BAHUIO U OOCITY)KMBAaHUIO 0a3bl JaHHBIX
OCYIIIECTBJISIET OTBETCTBEHHBIN 3a BeZieHUE 0a3bl JaHHBIX. B ToMm unce:
® pe3epBHOE KOMTMPOBAHNUE;
® [EPUOAUYECKUN KOHTPOJIb UCITPABHOCTU PE3EPBHBIX KOMUM;
® TIOAKIIOYCHHUE M OTKIIOUEHHUE TT0JIb30BATEIICH;
® BHECEHME U3MEHEHUI B CTPYKTYpY 0a3bl, a Takke usmeHeHui B «Peectp 6a3
JAHHBIX TOJJISKAMUX HHPOPMAIMOHHON 3aIlUTe», MPU HEOOXOIUMOCTH
(M3MeHeHHe CTeNeHH KOH(MUIEHIINATFHOCTH, MECTA PACTIONOKEHUS U T.I.);
MpOYHre BUJBI pa0OT CBSI3aHHBIX C JJAHHOM 0a30M.



5.3. B cayuae ecnu 06aza JaHHBIX TpeOyeT NapOJIbHOW 3allluThl, TO
OTBETCTBEHHBIN 3a 0a3y JaHHBIX PYKOBOJCTBYETCS TpPEOOBaHMSAMH pasfena 6
«CucreMa ayTeHTH(PUKAINI HACTOSIIETO TOKYMEHTA.

6. Cucrema ayTeHTH(UKAIUM.

6.1. Ha Bcex IIK wucmonszyerca WINDOWS XP PROFESSIONAL,
WINDOWS 7, WINDOWS 8.

6.2. Jlns ucrosib30BaHUA JIOKAJIbHOW BBIYUCIUTEIBHONM CETH B y4E€OHOM
IPOLECCE HCIOJIb3YIOTCS TpyNnoBas MICHTU(QUKALUA: I[0JIb30BATEIb-YUCHHUK,
[OJIb30BATENb YUYUTENb, aIMUHUCTPATOp C pa3rpaHMUEHUEM IIpaB JocTyna K
nankam (¢aiioBoro cepaepa.

6.3. lns Bcex mosib3oBaTesiell 0a3 JAHHBIX YCTAHABIMBAIOTCS YHUKAJIbHbBIE
naponu. 6.4. [leppoanyHOCT MJIAHOBOM CMEHBI napoJieil 1 pa3 B Hauane y4eOHOTo
roga. 6.5. YcraHoBuUTh OJIOKMPOBKY YYETHOW 3aluCH TIOJIb30BaTENEH MpH
HEIpaBUILHOM Habope maposist Oosiee MATH pas.

6.6. YcrtaHoBUTH OJOKMPOBKY OJKpaHa W KJIaBHATYpbl MPU OTCYTCTBUU
aKTUBHOCTHU MOJIb30BaTENsl Ha pabodyem mecte Oosee 30 MHUH., ¢ MOCIEAYIOLIUM
BBOJIOM NapoJis s pazoinokuposanus [1K.

6.7. O0s3aTh TOJIE30BATENICH OCYIIECTBIISITh BBIXOJ M3 0a3bl TaHHBIX, €CIIH
IJIaHUPYETCs OTCYTCTBHE HAa paboueM Mecte Ooree 1,5 yacos.

6.8. O0s13aTh MOJIb30BATENEH HE pas3riallaTh CETEBbIE PEKBU3UTHI (MMEHA U
naposu) s JocTyna K MH(OpPMAlMOHHBIM pecypcaM, a TakKe XpaHUTh UX B
HEOCTYITHOM MECTE.

6.9. OOcnyxuBaHHWE  CHCTEMbl  AyTEHTHU(PHUKAIUU  OCYIIECTBISIOT
OTBETCTBEHHBIC 3a 0a3bl TaHHBIX.

/. 3ammTa N0 BHEIHMM HU(POBBLIM JIUHUSM CBS3H.

7.1. B uensx yMEHbBIIEHHUS pHUCKA MOBPEXKIACHUS IPOrPaMMHOIO
oOecrieueHus U yTepu MH(OpMaAIUu, JOCTYIl U3 BHYTPEHHEW CETH BO BHELIHIOKO
(MnTepHer, »SIEKTpOHHAs TOYTa) OCYIUECTBISETCA YEpe3 KOMIIBIOTEPHI C
YCTaHOBJICHHBIMU OP3HIMAY?POM U aHTUBHUPYCOM.

7.2. 3ampemieHo HECAaHKIMOHUPOBAHHOE HCIMOJb30BaHNE MOJAEMOB HIH
UHBIX cpeacTtB aoctyna ¢ [IK, moakiIto4eHHbIX K BHYTPEHHEN CETH, BO BHELIHUE
CETH.

7.3. IlogkmoyeHne MKOIbHBIX pab0YMX CTAaHIUI K BHELITHUM JIMHUSM CBSI3U
MIPOU3BOAUTCS B JIOKAJIbHOW BBIYMCIUTENILHONW ceTh 1o mpoTokosam Ethernet u
WiFi.

7.4. 3anpeleHo NOoAKIIOYEHUE PA3IMYHbIX MOOUIBHBIX YCTPOUCTB (JIMUHBIX
Tesie()OHOB, IJIAHIIETOB M JPYTUX raTKeToB) K mKkoyibHoM cetr WIFI.

8. 3ammuTa 0T HeCAHKIMOHNUPOBAHHOTO MOAK/JIIYEHHUS U pa3MelleHne
AKTHBHOI'O C€TEBOr0 000Py10BaAHMSI.



8.1. llIxonbHbIi\e cepBep\a pa3MenaloTcsi B KaOMHETe HHOOPMATHKH MTPH
OTCYTCTBUH CIIEIIUAILHO BbIIEJICHHON CEPBEPHOMN.

8.2. Jloctyn k cepBepy OrpaHUYEH MapoJieM, KOTOPHIH M3BECTEH TOJIBKO
OTBETCTBEHHOMY 3a HMH(OpPMAIMOHHYIO O€30MacHOCTh, OTBETCTBEHHOMY 3a
MH(OPMATU3ALIHIO.

8.3. Poyrteprl, TOYKM [ocTyma M TpoYee aAKTUBHOE CETEBOE
o0opynoBaHUE JODKHO pacmojiaratbcss B MeECTaX [0  BO3MOXHOCTH
MCKJIIOYAIOIINX CBOOOIHBIIN TOCTYII.

9. IIpouenypa yBoJibHEHHS COTPYIHUKOB MMEIOIINX JTOCTYI K CETH.

9.1. B ciaydae KaapOBBIX IIEPECTAHOBOK W H3MEHEHUH BCe
OTBETCTBEHHBIC 3a 0a3bl JaHHBIX IEPEHA3HAYAIOTCSA IPUKA30M JTUPEKTOPA,
HOBBIM COTPYJHHKaM TIPEIOCTABISAIOTCS JIOTHUHBI WM IMAapOiu ISl JAOCTyNa K
0a3zaM JTaHHBIX.

10. AHTHBHpYCHAs 3alUTA.

10.1. Ha ocuHoBammm IlpaBui T1ONB30BaHUS BHEIIHUMH CETEBBIMU
pecypcamu (MIHTEpHET, 3/1IeKTpOHHAsA MOYTa U T.J.) HE JIoIycKaeTcs pabora 0e3
OpraHu3allMd AHTUBUPYCHOM 3alIUThl. AHTUBUPYCHAS 3aIIUTa OPTAHU3YETCs Ha
ypoBHE pabouMx CTaHIOMM M cepBepa MOCPEIACTBOM JIMLEH3UMOHHOIO
aHTUBUPYCHOI'O IPOIPaMMHOI0 0OECTIeUeHUsI.

10.2. O6HOBNEHHE 6a3bl UCIIOIB3YEMOTO AHTUBUPYCHOTO MPOrPAMMHOIO
o0ecrneveHns OCYIIECTBIISETCS aBTOMAaTUYECKH He pexe | pasa B JeHb.

10.3. 3a cBoeBpeMEHHOE OOHOBJICHHE AHTHBHUPYCHOTO MPOrPaMMHOTO
oOecrieueHrs OTBEYAeT OTBETCTBEHHBIN 32 MH(POPMAIMOHHYIO 0€30MMacHOCTb.
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