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KakK He cTaTb
XepTBou B3NloMa
yepes OULLUHI?

Ba)XHble peKOMeHAaL MM OT Hallero
LLeHTpPa Kubep6e30nacHoOCcTHn

duwmHr (adrn. phishing ot fishing «pbl6Has noss,
BblY)XUBAHWNE») — BU MHTEPHET-MOLLUIEHHNYECTBQ,
LIe/IbIO KOTOPOIro AB/IAETCH MOoslyYeHme JOCTyrna

K KOHGUAEHLMAIbHbIM AAHHbBIM M0/1b30BATE/IEMN —
JIOFMHQAM U MAPOIAM.

NMopo3speHune Ha PULWIMHI A0/MKHbI Bbi3biBaTb MUCbMA,
KoTopbie NobyXxpatoT Bac BbINONHUTL Kakoe-nnbo gencreue,
KakK NpaBuno nepeunTun no ccoinke. [lanee MoxXeT 6biTb
dopmMa aBTOPU3aLUM UNK BNONHE NETUTUMHOE COAEpPXXUMOoe
C KOTOPbIM MOXXET NMPON30NTU BUPYCHOE 3apa)keHus Ballero
yCTpOMCTBA.

Kaxxgoe nMcbMo OT nio60oro oTnpasmTens e
MOXEeT ObiTb PULLMHIOBbIM.

Ecnu BbI C KONNerom Unu opraHmnsaumen nepenuceiBasucCh
0OCTaTOYHO AO0Nro, 3TO HU B KOEN Mepe He O3HayvaerT, uYTo
cnepyouiee NnMCbMO OT 3TOro oTnpaBuTens He dygeT
GULIMHIOBbIM.

Bawiero Konanery uim 3/10YMBbILLTIEHHWK MOT
rnaprHepa Morsin B3/ioMQATb nogmMmeHuTb gapec
1 BOCIO/ib30BATbLCH €ro oTripaBuTesid, 4To 6bl

CTQTYCOM BblgQTb cebs 3a Hero



YT1o penartb?

— lMpuser, 310 TBOE
nucbmMo?

F

Ecriv B nncbme ecrb CChlJIKa,

TO A/19 6€30MNQCHOCTU fly4lle ?“f
CBS3QTbCS C OTrpaBUTesIeM ro I
Q/IbTEPHATUBHOMY KOHQTY
CBSA3U — Tene@doH nauv
MecceHaxep

“

| [,

Ho MoXeT BbITb, YTO 3/I0YMBbILLIEHHUK 3HAS, YTO
oTnpaBuTenb cobupaeTca nocnartb/nocnan Bam nucbmo, u
oTnpaBuUTENb MOXET AaTb NOATBEPXAeHUe 06 oTnpaBKe.
Henb3sa TepaTtb 64UTENBbHOCTbL M N3y4aTb NMCbMO ganee.

dOUWKMHIroBbIE NUCbMA, KaK NpaBuio, CTapaloTCcA Bbi3BaTbh
OLWYLEeHNA BaXXHOCTU U CPOYHOCTMU, YTO Obl Y XKepTBbl ObIN0
KaK MOXXHO MeHblLe BpeMeHn 06ayMaTh AENCTBUS.

Ecnuv npuvwino yseaomsaeHue, 4to

B KQKOUW-TO cuvCcTeMe A/19 Bac ecTb
coobLeHne nau yBegomMsieHue,
6e3ornacHee aBTOPN30BATbHCH
rnpuviBbl4YHbIM O6DOBOM B 3TOU CHCTEME
m rnpoeepuntb yBegomMsieHne.

Bbl peLunnm nepenTu no cchinke.
Mepepn 3TUM BbINONHUTE Cneaylowme [eNcTBUNA:

- BHUMaTeNnbHO NOCMOTPUTE afpec CChISIKU, B HEN HUYEro
He OOMKHO Bbi3blBaTb NoAO3peHne. (HaBeanTe MbILLKOW,

ecnu 310 lNK, n B CTpOKe yBeAOMJTIEHNIN NMOYTOBOIO K/IMEHTA
OTO6pPa3unTCA agpec CCbiIKKN)

-> CKOMUpymnTe CChINIKY N BCTaBbTE B
CUCTEMY NPOBEPKU Ha BPeOOHOCHOE
cogep)xumoe virustotal.com, sknagka URL.
JTa NpoBepKa HanpaBfieHa TONbKO Ha
UCKNIOYeHUe NnonyyeHns Bupyca rno cchijike,
yrpo3sa GpunHra no npexHemy aktyarnbHa



- MpoBepbTe, UTO B Havane agpeca ccbinkn «https», a He
«http». 3TOT CMMBOJ1 O3HA4YaeT 3aLULLEeHHOe coeguHeHne

- MepenauTte no ccoinke. Ecnu Bol Nnposenu Bce
npenbiayLime NnpoBepKun, To OT Nepexona Bpena He éyaer.

- Ecnu oto6pasunTca ¢popmMa aBTopUsaLmMm N3BecTHoro Bam
canTa, TO HY)XKHO CHa4yana Ha oTaeNbHOW BKNagke 6pay3epa
No NOBEPEHHOMY afpecy aBTOPM30BaTbLCA Ha 3TOM caiiTe,
3aTeM BEPHYTCA U OGHOBUTb CTPAHULY CO CChIJIKOW.

- Ecnu cTpaHuua o6HoBUNach U Bbl OKa3annchb
aBTOPU30BaHHbIM Ha canTe, TO BCE XOPOLO U CChbifika Obina
He PULLUHIOBOMN.

- Ecnu Bbl Tak e yBmuaenu cTpaHuLy asTopu3auum, 1o ¢
60NbLION BEPOATHOCTbIO CTPaHMLa PULLMHIOBasA U
HanpasneHa Ha nony4yeHus Bawero noruHa 1 napons.

Yauje Bcero ¢puumHroBbie CTPAHULbI
MOXOXMN HA CTPAHMLbl U3BECTHbIX
6QHKOB, HO HEe pPeaKo BCTPEUYQKTCH U
ro rpoaaxxe 6U1eToB HA KOHLePTb! U
MQCCOBbI€ MEPOMPUATUS

C yBa)keHMeM, KoMaHaa MUHLUMDPbI
OpeHbyprckom obnacTtum



